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ABSTRACT Modern technological industries fused with the Internet-of-Things (I0T) have been advancing
rapidly. The joint usage of several technologies has led to the reshaping of the modeling and simulation
techniques into the virtualization of physical systems. Thus, the concept of virtual prototyping has emerged
as a significant development in distributed IoT applications that includes early exploration, optimization,
and security assessments. Several industries have been employing various types of prototyping e.g., virtual
platforms, digital twins, and application-specific virtualization techniques, to achieve individual needs for
development. In this survey, we clarify some of these concepts and the distinctions between them, provide
a comprehensive overview of various prototyping technologies, and discuss how several virtualization
technologies play a transformative role in the design and operation of intelligent cyber-physical systems.

INDEX TERMS Digital twin, virtual platform, Internet of Things, cyber-physical systems.

I. INTRODUCTION

The Internet-of-Things (IoT) has gained popularity over the
past ten years by evoking the idea of a worldwide infrastruc-
ture of networked physical things that would provide anytime,
anywhere connectivity for anything and not just for any one
person [1]. As technology evolves, more and more cyber
components are getting integrated into the physical systems
around us, incorporating more aspects of IoT. Embedded sys-
tems are used in most applications that monitor all physical
mechanisms affecting computations and vice versa. Natu-
rally, the integration of cyber and physical components of
systems came up with terms and explored new vision i.e.,
in the modern-day, what we call “a cyber-physical system”
(CPS) [2], [3], [4]. Furthermore, IoT revolves around ‘‘smart
systems’” — an ability to gather and apply knowledge inde-
pendently — referring to the “things and sensors’ that are
intelligent, uniquely addressable, flexible, and autonomous
with intrinsic security [5]. A shortened term for the industrial
applications of IoT, commonly referred to as the Industrial
Internet-of-Things (IIoT), is another concept reshaping the
modularly structured smart factories of Industry 4.0 [6].
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Additionally, conventional domains such as control systems,
wireless sensor networks, and automation enable [oT systems
both individually and collectively, particularly in the areas
of privacy and security. Combining these concepts, IoT is
revolutionizing modern industrial applications into a smarter
domain, and more emerging technologies are being devel-
oped to contribute to that expansion.

The system-level exploration of IoT systems has gained
significant attention nowadays. The spread of new technolo-
gies connected through the Internet inspired researchers to
study physical systems at an abstract level. While modeling
and simulation have been around with the rapid growth of
the computer for several decades, structured prototyping of
systems, sub-systems, and components as a virtual coun-
terpart is a recent development. There are several terms in
common industrial use — virtual prototype, virtualization,
virtual platform, digital twin, virtual replica, digitalization,
modeling, simulation, etc. that, albeit similar, have somewhat
nuanced and different interpretations and apply to slightly dif-
ferent contexts. In the context of IoT and software modeling,
virtual prototyping is an engineering discipline that involves
modeling, simulating, visualizing, or abstracting a software,
hardware, or overall physical system based on its fully func-
tional operating behavior. It allows any real-world system or
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component to be mimicked into a virtualized version that can
be explored freely. The integration of instruction-set simu-
lators, hardware building block models, numerical analysis,
and twining techniques has motivated us to achieve more
advancement.

In spite of its critical need, there is no comprehensive sur-
vey providing a generic overview of different kinds of virtual
prototyping technology for various IoT applications in the
industry. Consequently, it is a daunting task for a researcher
or practitioner getting started in this area to sift through
the mass of research articles across journals and conference
proceedings, often spanning disparate applications with their
own rich bodies of literature, to assimilate the information
about the state of the art. In this paper, our goal is to fill
this crucial gap. We explore the variety of prototyping tech-
niques, including digital twins, virtual platforms, and various
domain-specific infrastructures, point out the key differences
and the contexts of their application, and discuss emerging
prototyping technologies from various domains. Fig. 1 shows
a taxonomy of the virtual prototyping overview. We show
how these prototyping techniques are shaping the IoT appli-
cation industry to enable advancements, e.g., replication of
the individual components, features, processes, and dynamics
of physical systems in the digital environment, with improved
control over testing, analysis, forecasting, and risk mitigation.

The remainder of the paper is organized as follows.
Section II discusses various technical challenges with
prototyping. Sections III and IV discuss two specific proto-
typing methods, virtual platform, and digital twins. Section V
presents an overview of enabling technology for virtualiza-
tion. In Section VI, we discuss various applications of virtual
prototyping methods. We conclude in Section VII.

Il. TECHNICAL CHALLENGES

A. EXPLORATION OF CYBER-PHYSICAL SYSTEMS

The design of any cyber-physical system is a challenging
task as it requires going over a set of CPS configurations
involving, software, hardware, and integration. Major CPS
like autonomous automotive systems, medical monitoring,
smart grids, industrial automation, etc. face hard-to-detect
errors that can induce major drawbacks later in the design,
compromising reliability, efficiency, and safety. This demon-
strates the inherent complexity of dealing with the design
of a CPS, as the types and heterogeneity of the components
can vary across domains and applications [7]. With current
industrial practice, it is hard to resolve design errors and bug
fixes before the assembly and manufacturing of hardware
and software components. The need for virtual prototyping
emerges to solve this critical problem by exploring the cor-
responding cyber-physical system way early in the system
life-cycle which can eliminate potential design errors. The
CPS involves heterogeneous components that require close
interactions in a virtual environment to determine several
exploration aspects. The developed prototyping techniques
will be readily available to the design engineers of embedded
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control systems to help them explore and better understand
the overall system for both hardware and software function-
alities.

The majority of current CPS development focuses on the
physical layer of embedded systems or the potential appli-
cations of the CPS domain [8]. Without a clear bridge, it is
unclear how the embedded systems of the physical layers
will be used to supply real-time services to the application
layer. The virtual prototypes of such systems aim to elimi-
nate these discrepancies by establishing real-time monitoring
and diagnostics. The prototype computation modules analyze
associated data, inform the physical systems of their results,
and if necessary, transmit control commands to modify the
physical environment or adjust system parameters [9], [10].

B. OPTIMIZATION
When considering an IoT-based application as a dynamic
operating system, optimization is essential for improving reli-
ability, efficiency, and the application of key process param-
eters, thus ensuring a better operation. The option of virtual
prototyping provides the appropriate framework to adaptively
tune certain parameters without meddling with the actual sys-
tem design i.e., allowing us to perform seamless optimization
techniques. Moreover, the integration of virtual prototyping
and optimization approaches can obviously provide a promis-
ing tool for quickly resolving errors and making informed
decisions. The best approach is to build a prototype that
supports real-time synchronization of IoT components, cyber
backbone, and physical systems. For instance, different data
analytics can be integrated to manage data on the machine
by establishing digital twins of the machining process (i.e.,
mostly studied in manufacturing systems) [11].

Optimizing the physical one based on the virtual model is
a well-practiced approach, especially in modern IoT indus-
tries like aviation (e.g., tires, aircraft health, etc.) and man-
ufacturing (e.g., shop floor, plant automation, etc.). Proto-
typing frameworks can also help to improve the robustness
of the cyber-physical system by providing the interdepen-
dence of cyber and physical networks to explore various
nonlinear optimization models [12]. There have been studies
that focused on the optimization of various domains like
— virtual reality [13], simulation of virtual platforms [14],
[15], network function virtualization [16], [17], digital twin
for production [18], [19], [20] etc. These approaches can
eventually result in higher efficiency, highly advanced, and
intelligent IoT systems with less complexity, provided the
optimization techniques perform well.

C. SAFETY AND SECURITY

Current industry practice incorporates only a partial form of
safety and security based on isolated networks and access
control environments [21]. Cybersecurity is a major concern
in IoT-enabled systems, which may be vulnerable to a wide
range of cyber-attacks from potential adversaries. As a result,
cybersecurity is essential for smart systems to succeed in
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FIGURE 1. A taxonomy of virtual prototyping overview.

various industry applications. Theft of trade secrets and intel-
lectual property, hostile data modifications, and disruptions
or denial of process control are all genuine, worldwide, and
growing cyber risks to the Industrial IoT systems [22]. Usu-
ally, security assumptions are made to design and operate the
IoT infrastructure that might be at risk of not being fully tech-
nologically capable of eliminating potential security threats.
Given this insight, virtual prototyping is implemented to
evaluate the security vulnerabilities of primary system design,
security software, and other IoT configurations, aiming to
make them secure against first-order attacks [23]. A prototyp-
ing infrastructure can help to explore situations of accidental
failure in order to avoid hazards and thus maintain the overall
system’s safety.

Several studies have attempted to address the safety and
security needs using prototyping of respective IoT systems.
For instance, Almeaibed et al. [24] sought to find a common
framework for digital twins of vehicles that facilitates the
analysis of a vehicle follower model to promote safety and
security in autonomous vehicles. Alcaraz and Lopez [25]
explored the current state of the DT paradigm by categorizing
potential threats associated with it and offering a preliminary
set of security recommendations. Lou et al. [26] proposed
conducting a functionality and cybersecurity analysis based
on the digital twin of an Industrial Control System (ICS).
We understand that, when aligned with a virtual framework,
the IoT infrastructure can be explored independently and
function together to provide a solid foundation for an intel-
ligent IoT application, while eliminating any shortcomings
in the safety and security assessment.
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lll. VIRTUAL PLATFORMS

The idea of virtual prototyping has been popular in the cyber
world, targeting system-on-chip designs, embedded software,
and digital hardware. This prototyping approach is well
known as a virtual platform (VP). It is a software-based mod-
eling system that can completely mimic the functionality of a
specific SoC or board. It can combine high-speed processor
simulators with high-level, fully functional models of hard-
ware building blocks in order to provide software developers
and system architects with an abstract, reconfigurable repre-
sentation of the hardware. This approach has been valuable
for early software and hardware development, verification
and validation, and hardware-software co-design [27], [28].
Because of their high levels of controllability and observabil-
ity, VPs today provide a powerful debug infrastructure [29].
While, VPs are used mostly for the smaller sub-systems (e.g.,
SoCs), they indirectly contribute to the larger IoT infrastruc-
tures that incorporate the target components being used for
developing VPs.

A. VIRTUAL PLATFORMS FOR SoC AND EMBEDDED
SOFTWARE

Modern cyber-physical systems incorporate embedded elec-
tronic components into a single integrated circuit that is
known as a system-on-chip (SoC). The trend of SoC usage
has driven constant technological advancements as it contains
multiple processors combined within dedicated hardware.
For rapid SoC development at an abstraction level, the need
for a configurable virtual platform emerged. Today, the VPs
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FIGURE 2. A conventional virtual platform activity. The functional TLM, SystemC models, and OVP emulators are the most common
modes of developing platforms. The areas that utilize this technology are multi-core processors, embedded software, and SoC
hardware. Abstraction of software runs on top of a hardware model that simulates the designated virtual platform.

are constructed using SystemC and transaction-level mod-
eling (TLM) to further increase the abstraction level [30].
Given this insight, the authors conceptualized a virtual plat-
form, SoCRocket [14], for the rapid SoC development in
the aerospace domain. They developed a TLM-based frame-
work where the core components have been modeled in
SystemC. Their platform is available in three abstraction
levels i.e., loosely timed (LT), approximately timed (AT),
and register-transfer-level (RTL). An integrated framework
SPHERE [31], is introduced, targeting modern SoCs by
abstracting the hardware complexity and virtualizing compu-
tational resources. SPHERE aims for the smooth operation
of different subsystems on the same platform while provid-
ing a safe and secure functioning of cyber-physical system
mechanisms.

VPs allow for early exploration and optimization of the
embedded software development process by providing a
high-speed framework i.e., the ability to perform fast sys-
tem simulations with only necessary functionalities in real-
time. This means that the VP simulation framework must
be fully instruction-accurate, with all interrupts and simi-
lar commands correctly emulated, and the peripherals and
behavioral models must provide the proper functionality.
Hong et al. [32] presented a case study of the VP appli-
cation for a new hard disk system development known as
Hybrid-HDD i.e., one of the primary features of Windows
VISTA. They summarized their model by comparing it with
the conventional flow of software development, and explored
software optimization via the VP. A conventional virtual plat-
form activity in terms of three domains is depicted in Fig. 2
portraying the enabling technology of prototyping for mixed
hardware/software development.
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B. VIRTUAL PLATFORMS FOR HARDWARE/SOFTWARE
CO-DESIGN

Throughout the SoC and embedded system design flow, ver-
ification and validation procedures ensure the requirements
and specifications of software quality management and hard-
ware/software co-design. Nowadays, researchers are moving
towards using virtual prototyping platforms to solve both
co-design and co-verification problems. A conventional VP
for validation and hardware/software co-design is shown in
Fig. 3, where the basic actions of the prototyping environment
are depicted as a flow diagram. The modeling and simu-
lation come into effect with the reference information and
HW-SW configuration data for prototyping. After that, the
virtual output gets validated based on the specifications of
the prototyping basis and moves towards optimization. The
invalid model goes through the HW/SW co-design process
for refining, to be used again for simulation.

Lin and Su [33] discussed a heterogeneous virtual
simulation platform targeting the system and functional
level co-verification of SoC Software/Hardware Co-Design.
They focused on functional and system-level verification
by using an open-source emulator, QEMU to perform
co-simulation within the SoC design flow. There are sev-
eral researchers [34], [35], [36], [37], [38], who estab-
lished virtual platforms using QEMU due to its ability to
provide high-performance CPU emulation. Wicaksana and
Tang [39], developed a virtual platform using SystemC with
TLM and the Open Virtual Platforms (OVP) processor model
with instruction set simulator (ISS) targeting multiprocessor
system-on-chip (MPSoC) to fulfill the hardware/software co-
design and verification requirements. Analogous to the con-
ventional approach, they increased the abstraction level of
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the SoC design and verification to the electronic system level
(ESL).

C. VIRTUAL PLATFORMS FOR CYBER-PHYSICAL
CONFIGURATION AND NETWORKS

Other than focusing on SoCs and embedded applications,
there have been a few virtual platforms that facilitate explo-
rations of the overall system framework and network archi-
tecture. Ahn et al. [40] introduced a virtual platform named
Xebra, targeting the need for a global-scale cyber-physical
system by virtualizing the framework and isolation tech-
niques that include CPS middleware. Their platform is
unique in the sense that it allows the coexistence of various
global-scale IoT solutions on a physical network through
virtualization. To support the network among various CPS
applications, they implemented low-overhead message con-
trol by managing a layered virtual network. The network
virtualization and its corresponding mapping to the system
architecture are depicted in Fig. 4.

Soares et al. [41] introduced a virtual platform for
cloud-based network virtualization that is called Cloud4NFV.
The platform is focused on Virtual Network Functions
(VNFs) that follow the network architecture guidelines and
aim to deliver a new service to end customers, emphasiz-
ing customer premises equipment (CPE) related functions.
Furthermore, some other works have focused on the virtual-
ization of specific network features, e.g., Network Functions
Virtualization (NFV) enhanced with Software Defined Net-
working (SDN) [42] and virtualized routing functions [43].
Necessary network functions like load balancing, routing,
and firewall security are all performed by an NFV-based
virtual framework instead of the hardware components. These
studies have demonstrated that the potential benefits of NFV
are expected to be substantial. Virtualization of network func-
tions on general-purpose standardized hardware is projected
to minimize capital and operational costs, as well as the time
it takes to launch new services and products.

IV. DIGITAL TWINS
The concept of digital twin (DT) [44] has gained significant
popularity for building advanced cyber-physical systems,
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smart systems, and IoT-infused applications. The idea was
conceptualized by Grieves [45] as the conceptual paradigm
underlying product lifecycle management. Unlike virtual
platforms, digital twins focus on the physical behavior of
the physical entity rather than abstracting any software
layer. They offer several benefits, like simulation, predic-
tion, and monitoring, once they combine the physical and
virtual assets through the Internet-of-Things. Many impor-
tant industries, including the manufacturing sector, connected
and autonomous vehicles, healthcare, energy, city planning,
and many more, are being revolutionized by DT technolo-
gies [46].

A. DEFINITIONS AND RELATION WITH IoT APPLICATIONS
DTs are defined as virtual prototypes or computer-based
models that simulate, emulate, mirror, or “twin’’ the life of a
physical entity, which could be an object or process [47]. DT's
are not limited to just simulations or virtual models [48]. It is
an intelligent, evolving digital counterpart of a physical entity
that follows the life cycle of its physical counterpart to mon-
itor and process various functions. Table-1 depicts the digital
twin definition from three different perspectives. The first
type emphasized the mirroring or virtual representation of a
physical object or process. This definition, however, ignores
any automated data or simulation perspective on that process.
The second definition type focused on mainly portraying the
DT as a simulation process, automated data, or prediction
model. According to this definition, the data flow between
DT and the physical entity is unidirectional i.e., any change
in the physical object will affect the virtual one, but not the
other way around [49]. DT is defined as an integration process
in the third type of definition. Here, DT incorporates both the
physical object and its corresponding virtual model and con-
tinually adapts based on the connection between these two.
For the improvement of the IoT system in every aspect,
DT can be constructed from any physical entity that can
provide feedback based on simulation results. As discussed
in Section II, virtual prototyping i.e., DT for this discussion,
can help develop the IoT application in terms of explo-
ration, optimization, and security aspects. Fig. 5 depicts the
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TABLE 1. Digital twin definitions.

Domain Definition Ref.
Digital The virtual and computerized counterpart of a [50]
counterpart,  physical system.
Model,
Twin DT is a virtual representation of a physical [51]
product or process, used to understand and
predict its physical counterpart’s performance
characteristics.
A dynamic digital representation of a physical [52]
system.
Simulation, A simulation based on expert knowledge and [53]
Prediction real data collected from the existing system.

Digital twin is to develop the virtual models for [54]
physical objects in order to simulate their

behaviors
Re-engineering computational model of [55]
structural life prediction and management.

Integration Comprehensive physical and functional [56]

description of a component, product, or system
together with available operational data.

Integrated multi-physics, multi-scale, and [571,
probabilistic simulation compost or physical [58]
products, virtual products, data, services, and
connections between them.

construction of DT from a typical industrial IoT that is
showing feedback for adaptation and also different kinds
of DT models that can be involved. A typical industrial
IoT system contains an IoT-based process, data storage,
and decision-making system integrated with DT information
flow. Here, DT computation modules process the virtual data
after proper visualization and simulation along with human
inputs if necessary and notify back to the physical system
about the findings from the simulation to make necessary
changes in the physical version or adapt system parameters if
necessary [10].
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B. Al AND ML-BASED NUMERICAL MODELS

Smart data analysis for IoT-based systems using artificial
intelligence (AI) and machine learning (ML) has great poten-
tial in the context of prototyping with the digital twin.
We mentioned the DT definition as an integrated system; the
numerical model-based frameworks contribute to this pur-
pose. Smart systems include various IoT devices that expedite
real-time data processing i.e., leading to the development of
digital twins integrated with AI-ML techniques. As a result,
methods like Generative Adversarial Networks (GANs) [59]
and Restricted Boltzmann Machines (RBM) [60] are having
a great impact on improving data quality and understanding
time series with digital twin [61]. In some industries, the DT
framework combines IoT, data analysis, and machine learn-
ing for prediction, monitoring, correction, and comparison
activities to improve and control the existing [oT components.
While developing complex cyber-physical systems, trial ver-
sions seem too expensive to deploy, especially in developing
countries. In order to accurately predict the outcome of any
system in advance, specific simulators are often used that are
designed to replicate the physical system. These simulators
are usually developed based on independent computational
models ie. artificial intelligence concepts that require self-
configuring data. This is where the DT can be of great poten-
tial, as the goal of a virtual model within a DT is to self-learn
the data pattern in order to optimize the configuration of a
physical system in real-time [62].

DT technology refers to the supervised and unsupervised
learning algorithms that refine their predictive ability as they
process continuously acquired sensed data from the physical
twin and the surrounding environment [47]. Here, the virtual
twin acts as an intelligent representation of the cognitive brain
that performs a set of tasks via predictive algorithms. Feature
selection and feature extraction methods play an important
role in big data by reducing the data range and extracting
only the informative data i.e., enabling effective real-time
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system synchronization. Key AI-ML algorithms like pattern
recognition, unsupervised and supervised learning, and sta-
tistical applications let the DT characterize, analyze, cluster,
and classify input data from the surrounding CPS environ-
ment [63]. Analyzing data enables the detection of changes
as well as the identification of relevant patterns and trends.
Thus, various businesses are setting up new efficiencies as
Al-powered digital agents can predict impending asset failure
and the underlying causes weeks in advance. Industrial orga-
nizations can then use digital twins to propose process actions
to maintain equipment health and reduce plant downtime.

Droder et al. [64] proposed a machine learning-based
digital twin for human-robot collaboration to eliminate the
problem of safe movement of the robot in an unstructured
human environment. To develop and test their approach, they
developed a digital twin using MATLAB that is also extended
by integrating with artificial neural networks (ANNs) [65].
A production system-based [oT framework for a digital twin
combining machine learning and simulation is presented
in another paper [66]. They used finite element method
(FEM) simulation for the digital twin and adapted it with
machine learning-based surrogate modeling of the FEM.
Zhou et al. [67] presented an Al-based detection model for
small objects via digital twin, aiming to dynamically syn-
chronize a physical system with its virtual representation.
For a smart manufacturing framework, they built their DT
based on three parameters i.e., product, operator, and equip-
ment, establishing the infrastructure for real-time changes
and realizing dynamic characteristics. The authors used a
hybrid deep neural network model based on the combination
of MobileNetv2, YOLOv4, and OpenPose to further develop
the learning algorithm to realize efficient multi-type small
object detection.

C. OBJECT AND PROCESS TWINNING

The digital twin is the most widely used virtual prototyp-
ing technology that acts as a bridge for integration between
the physical and virtual components in terms of object and
process twinning. More importantly, as the digitalization of
industrial IoT becomes the foundation of smart manufactur-
ing, DT is regarded as the biggest emerging technology trend
and the most promising prototyping approach for realizing
real-time object and process monitoring and maintenance in
the industry. The digital twinning of objects aims at offering
virtual counterparts of objects with real-time automated mon-
itoring that takes part in automatic cyber-physical systems,
while the digital twinning of a process virtualizes the whole
CPS sub-system. Fig, 6 shows the concept of object and
process twinning from CPS to DT.

So far, object twinning has been driven by the concept of
physics-based modeling methods that entail observing and
understanding a physical phenomenon of the object, con-
verting the comprehension into mathematical equations, and
finally exploring them. Rasheed et al. [61], discussed several
multi-physical simulation and physical realism approaches
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e.g., Finite Difference Method (FDM), Finite Element
Method (FEM), Finite Volume Method (FVM), and Discrete
Element Method (DEM). Wu et al. [49] discussed in detail on
physical object twinning, enabling technology for modeling,
physical data processing, and network coordination among
the physical and virtual twins in terms of network topology.
More depictions of object twinning aimed at structural pre-
diction and crack tip insights can be found mostly in the
aviation domain (e.g., [68], [69]).

The process twining essentially includes the objects or
components any process or system contains, though several
DT structures do not necessarily virtualize the components
i.e., they use an abstract form of each component and focus
more on the sub-system computation. Alam and El Saddik
[8], introduced a digital twin architecture reference model for
the cloud-based CPS, referred to as C2PS, where they ana-
lytically describe the key properties of their DT framework.
C2PS allows exploring how the IoT sub-system can generate
heterogeneous systems. They also validated the efficacy of
their model by demonstrating a prototype driving assistance
model for vehicular applications. Bao et al. [70] developed a
DT architecture for the manufacturing sector that divides the
DT into three components: product, process, and operation,
each of which has a distinct architecture.

V. ENABLING TECHNOLOGIES FOR PROTOTYPING
Several enabling technologies are critical in building an intel-
ligent virtual representation of a physical entity and support-
ing a continuous two-way feedback loop between the entities.
In this section, we’ll go through some of the most notable
enabling technologies that researchers have used to develop
VPS, DTs, or any virtualization frameworks to meet their
needs.

A. MODELING AND SIMULATION

Virtual prototyping frameworks for intelligent systems can
be perceived as just another name for ‘“‘simulation of your
system design”. The term “modeling and simulation” can
refer to a wide range of frameworks and software compo-
nents that can be used to direct developers in creating a
critical component of a virtual representation of a physical
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object [71]. Therefore, modeling and simulation are key
elements in building a virtual prototype. So, the question
arises, ‘“why use fancy names like digital twins and virtual
platforms?”” Although virtual prototypes and simulation both
employ digital models to imitate items and processes, there
are some significant differences between the two. If we look
at the digital twin as an illustrative example — the most
noteworthy aspect is that a digital twin develops a virtual
environment capable of studying various simulations, backed
by real-time data and a two-way communication channel
between the sensor-equipped twin and the twin that collects
the data. As a result, predictive analytical models become
more accurate, providing better management and monitoring
of products, regulations, and procedures [72].

The key differences between a virtual prototype and a
simulation model can be seen in terms of the following cate-
gories.

« Static vs. Active: A simulation model is static since it
does not evolve unless the designer adds new compo-
nents. While a digital twin will initially start off quite
similar to a simulation model, the addition of real-time
data allows the twin to alter and grow to provide a more
active simulation [73]. A digital twin can develop over
the course of a product lifecycle as more data is gathered
and analyzed, providing unique comprehension that is
not possible with a static simulation [74].

o The present: Simulations, at best, can assist in under-
standing what may occur in the real world. Digital twins
help understand not only what might happen, but also
what is happening [75].

o Application: A simulation is useful for product design
because it enables designers to test various scenarios
against predetermined criteria. The uses of a digital twin,
however, are not restricted to specific business workflow
areas because its scope is much broader and encom-
passes all stages of a product lifecycle.

With these distinctions in mind, a virtual prototype is
developed from various modeling methodologies that provide
the prototyping platform with the initial cyber backbone.
From Fig. 2, we understand that VPs are traditionally devel-
oped using functional TLM models, system C, and OVP
emulators i.e., building an abstraction level through these
aforementioned modeling methodologies. The ‘“‘Program-
mers’ View” (PV) level of abstraction consists of the register
accurate transaction-level models (TLMs) of the peripher-
als and the instruction-set simulator (ISS) of the CPU [76].
The fundamental element of the TLM modeling approach is
the distinction between the communication layer, function-
ality, and architectural elements as represented by time and
power [77], [78].

In the case of digital twins, the modeling techniques are
not specifically defined, as it is considered an interdisci-
plinary and versatile technology that varies by definition as
well. Nonetheless, several researchers developed their own
methods of modeling DT frameworks and attempted to estab-
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lish it as an abstractly organized architecture. A group of
authors [79], [80] established the modeling basis of the DT
based on two components: a virtual twin of the physical
entity and an API. They demonstrated the usage of API as
a middleware that allows the DT to connect with external
systems. Another research study explored the modeling tech-
niques such as Design Elements, 8D-Model, and V-IoT to
develop DT for smart factories [81]. In general, DTs are
modeled from the characteristics of the target physical entity,
and simulations are run based on the real-time behavioral data
provided.

B. COMMUNICATIONS

One of the essential components of a virtual prototype is
the communication framework that allows the physical and
virtual entities to coexist. Additionally, the communication
among the computation processes within a virtual prototype
is crucial for the overall functionality of the cyber-physical
system. To exchange data and information, the cooperat-
ing processes in a prototyping framework must communi-
cate with one another. The mechanism for communicating
between these processes is known as inter-process commu-
nication (IPC) [82]. The two modes of IPC are — shared
memory and message passing.

Virtual prototyping technologies employ various kinds
of IPC to establish communication in the virtual environ-
ment within those two IPC modes. Threads can now tran-
scend process boundaries thanks to the OS feature known
as “direct IPC,” [83] which repurposes and expands the
CODOMs [84] design. The OS kernel is removed from
the critical inter-process communication path, and processes
are mapped into a shared address space. Another useful
communication feature is socket programming based on the
client-server model [85]. These include various types of sock-
ets, e.g., Transmission Control Protocol (TCP) [86], User
Datagram Protocol (UDP), and raw sockets.

C. IoT CONCEPTS

IoT envisions a world in which everything is intelligently
connected, invoking technologies such as wireless sensor
networks, digital twins, machine learning, edge computing,
cloud computing, and many more within the context of dis-
tributed systems. The primary IoT concepts tell us about
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sensors, actuators, and controllers/systems embedded within
the enabling technology. Modern virtual prototypes are often
built based on this IoT concept, with the computational pro-
cesses functioning as sensors, actuators, or controllers. IoT
sensors (i.e., smart sensors) play a crucial role in sending
real-time data to the virtual environment, allowing structural
simulations. The depth of heterogeneous data that IoT sensors
provide can be utilized to virtualize and visualize various
industrial applications, enabling the prevention of risks and
the remote management of workplace safety issues [87].
Fig. 8 shows a generic conceptual framework for prototyp-
ing derived from various models proposed by academia and
industry. Following an architectural study of some of the
existing concepts, a set of layering principles and function-
ality is presented.

Edge and cloud computing are often used to move IoT
sensory data across edge systems and public clouds. The vir-
tualization of composite heterogeneous IoT systems always
requires heavy processing, calling for the need for distributed
computing. Jiang et al. [88] built a DT based on a traditional
IoT framework that employs both edge and cloud comput-
ing, splitting the framework into two parts. Cloud platforms
are more common for building virtual prototypes that take
care of heavy computations while the prototyping framework
synchronizes IoT-related functions between the physical and
virtual entities [89], [90].

D. VIRTUAL AND AUGMENTED REALITY

Other than just computational and simulation-based models,
prototypes are also constructed in a more visualized and
immersive manner with the help of virtual reality (VR) and
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augmented reality (AR) technologies. VR is often used to
navigate, interact with, and explore the virtual environment
realistically, just like they would with the actual equipment.
Users can learn about a certain physical entity immersively
with a VR-based virtual environment without even interrupt-
ing the actual entity itself [91], [92]. AR helps to bring a
virtual prototyping component into the real environment by
establishing on-demand live synchronization and integration.
It can speed up access to virtual environment interfaces
by overlaying virtual data and images on the camera feed
while the camera is directed at the physical twin itself [93].
Microsoft HoloLens is widely used to visualize the AR com-
ponents as part of the DT data in a real industrial environ-
ment [94].

Although both technologies have individually been crucial
catalysts for prototyping activities, neither is sufficient on its
own. Functionalities like two-way communications, real-time
synchronization of virtual prototypes, and human-machine
interfaces enable the virtual framework to achieve critical
challenges. Having said that, some studies [95], [96] have
combined both VR and AR technologies to achieve this goal,
resulting in more efficient real-time simulation.

VI. MODERN VIRTUAL PROTOTYPING IN CURRENT
INDUSTRY

Apart from the definition and application of virtual plat-
form and digital twin discussed above, there has been some
research on developing unique virtual prototypes that take
inspiration from both virtual platforms as well as digital
twins and focus on prototyping solutions for their respective
domains. In this section, we present different virtual proto-
typing approaches for some representative industry applica-
tions i.e., energy, manufacturing, vehicular, healthcare, and
agriculture. A comprehensive overview of the prototyping
applications for various IoT-based industries is portrayed in
Fig. 9.

A. ENERGY

Smart grids constitute one of the key applications of IoT
technology in the energy sector. A fully operational smart
grid integrates complex cyber systems and physical network
infrastructure that includes communication and information
technologies. Assessing the resiliency of the grid and mitiga-
tion strategy of critical cases, the concept of virtual replicas
has been proven as a useful approach in some research.
From that perspective, Joseph et al. [97] proposed a virtual
prototype of a power system that can analytically model and
predict the fault-induced dynamic voltage recovery (FIDVR)
event. The virtual replica consists of a dynamic mitigation
strategy that can solve the mitigation goal while serving
faster than a real-time replica, causing a minimal level of
undervoltage load shedding. A cloud-based virtual smart grid
architecture has been introduced in a paper [98], that virtual-
izes the smart grid’s integrated array of sensory, communi-
cation, and control systems, and integrates the grid network
with cloud resources. The goal is to utilize this cloud-based
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virtual platform for faster and wider distribution of smart grid
applications with economies of scale while maintaining the
quality of service (QoS).

Another unique online DT framework is introduced by
Zhou et al. [94], which enables real-time online power grid
analysis. Their primary goal was to minimize the overall
online analysis response time (i.e., from 10 minutes to less
than a minute) for a more feasible and practical virtual
prototype-based application. In the context of microgrid secu-
rity, Danilczyk et al. [99], [100] proposed a novel digital twin
framework ANGEL, to potentially improve the security and
resiliency of the microgrid. ANGEL will be able to model the
microgrid’s cyber and physical layers and provide real-time
data visualization, minimizing component failures as well
as the effects of cyberattacks. To prevent microgrid cyber
attacks, another research [101] established an IoT-based DT
that covers more ranges of attack resiliency e.g.denial of
service (DoS), fault injection, etc.

B. MANUFACTURING

The manufacturing, automation, and process industries have
been exploiting the use of virtual prototyping (mostly as
digital twins) for quite a decade without openly mentioning
it. However, with the current trend of virtualizing industrial
IoT components for seamless exploration and the demand for
high-quality products efficiently, the manufacturing indus-
tries are adapting and developing more virtual architec-
tures for their respective system designs. Among them, Tao
et al. [57], introduced a novel virtual prototyping concept
called Digital Twin Shopfloor (DTS) and discussed its four
key components i.e., physical shop-floor, virtual shop-floor,
shop-floor service system, and shop-floor digital twin data.
They proposed an effective way to find convergence between
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the physical and virtual worlds for an efficient production
process. Further applications of DTS have been explored as
well in a few more studies [102], [103]. Another interest-
ing work has been proposed by Gehrmann and El Saddik
[104], where they discussed how a digital twin replication
model and associated security architecture can be utilized
to facilitate data exchange and control of security-critical
procedures. They provided a strong foundation for further
security-driven research on improving the overall industrial
automation domain with the efficient use of an intelligent dig-
ital twin framework. Cyber-Physical Cloud Manufacturing
(CPCM) systems [105] took on a new shape with the adap-
tion of virtual machine technology, which includes multiple
physical machines and cloud servers, with the cloud servers
acting as a hub for all applications gathering data. Nguyen
et al. [106] proposed such a model that can be coherently
adapted to the CPCM platform to implement a real-scaled
virtual system and minimize the consumption of the phys-
ical resources in the system, all while ensuring real-time
communication between operators and industrial machines.
An overview of prototyping architecture used typically for
manufacturing systems is shown in Fig 10.

In the context of Industry 4.0, Vachdlek et al. [19], pre-
sented a digital twin simulation model as an augmented man-
ufacturing project based on the plant simulation tool provided
by SIEMENS. The authors aimed to further establish the
concept of Industry 4.0 for the need for efficient augmented
production strategies using a novel virtual model. To evaluate
factory design and avoid design flows, Guo et al. [107], pro-
posed a flexible digital replica of their design for smart man-
ufacturing. Conventional factory designs typically include
three primary design stages i.e., conceptual design, elabo-
rate design, and finalized design, in which the virtual model
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emulates various manufacturing strategies and debug deci-
sions by connecting with multiple system software like PLC
(programmable logic controller) and MES (manufacture exe-
cution system). Another group of authors presented an intel-
ligent virtual framework for smart manufacturing with indus-
trial CPS, where environmental parameters like operators,
equipment, and products are virtualized for real-time changes
in the manufacturing workshop [67]. A couple of studies by
Uhlemann et al. [108], [109] provided a multi-modal data
acquisition system that realized a cyber-physical production
system in order to minimize the delay between the time
of data acquisition and the development of the prototyping
framework.

C. VEHICULAR SYSTEMS

Nowadays, the virtualization of vehicular components has
become a viable topic to explore the possibilities of devel-
opment in vehicular electronics. Notable vehicular applica-
tions, e.g., aviation and automotive industries, are developing
rapidly in terms of novel IoT-based concepts. In the avia-
tion industry, virtualization technology is primarily used for
predictive maintenance, e.g., identifying dangerous changes
in structural aircraft and then activating optimization and
diagnostic mechanisms. Yang et al. [69] modeled a digital
twin of the aircraft to figure out any crack growth information
of the aircraft material (e.g., steel and aluminum alloys). The
modeled DT allows exploiting an automatic image tracking
method to predict the crack growth mechanisms during the
whole aircraft life-cycle, which can help reduce development
costs. Another work by Majumdar et al. [68] depicts a DT
model to analyze microstructural changes due to the sur-
rounding environment that may impact the structural perfor-
mance of the aircraft. A dynamic Bayesian network based on
the digital twin was introduced to monitor the crack growth
situation of aircraft i.e., control the health state of aircraft
wings [110]. Another aircraft health monitoring DT [111]
focuses on modeling the aircraft tire at touchdown. They
aimed to accurately predict tire-touchdown wear to avoid
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critical tire-related accidents during landing, which might
increase costs, and cause logistical complexity.

There are very few closely depicted virtualization works
to mention in the automotive industry. Among them, Strobl
et al. [112] provided a thorough discussion of the advantages
of automotive virtualization as a foundation for consolidating
a wide range of ECUs into a few Domain Controller Units
(DCUs). Safar et al. [113] added a VP to the V-model of auto-
motive software development as part of an improved method-
ology that allows SoC, ECU, and system-level verification
and validation. It also includes the AUTOSAR software’s
fault injection capability and co-debugging mechanism. Lee
et al. [114] proposed a Virtualized Automotive Display Sys-
tem capable of managing various execution domains such
as automotive control software and in-vehicle infotainment
(IVI) software. In the field of connected and autonomous
vehicles, some studies [115], [116] have shown how car man-
ufacturers employ connecting vehicles to their digital twins
to retrieve functional data about the vehicle and support pre-
ventive and emergency maintenance of their vehicles. Recent
work by Kabir et al. [117], [118], shows a virtual prototyping
infrastructure called ViVE for the modeling and simulation
of vehicular electronics. Unlike other automotive simulation
platforms, ViVE distinguishes itself by enabling the exten-
sion of new use cases, the exploration of inter-component
and system interactions, and the exercise of optimization and
security targets.

D. HEALTHCARE

With the evolution of IoT infrastructure in the healthcare
domain, virtual prototyping technology has been proven to
be extremely beneficial in intelligent human body monitor-
ing and the maintenance of medical devices. Although the
medical field aims to utilize this technology mostly to build
a virtual human body, our discussion focuses on the IoT
component of this domain i.e., medical devices and hospital
lifecycle. Liu et al. [119] proposed a novel and extendable
framework of the cloud healthcare system based on digital
twin healthcare (CloudDTH) for monitoring, predicting, and
diagnosing various health aspects of elderly patients using
e.g., wearable medical devices. The authors aim to achieve
interaction and coordination between physical and virtual
entities in the medical domain. Accordingly, they explored
enabling technology with their model and demonstrated its
feasibility via a case study for real-time supervision.

In the context of remote surgery, Laaki et al. [120] devel-
oped a novel digital prototype to analyze the requirements of
mobile network communication to support surgery remotely.
The authors addressed the cybersecurity of the system (com-
prised of a robotic arm and virtual reality (VR) over a
4G mobile network), by incorporating and studying a net-
work manipulation module within the digital twin frame-
work. Another work also described the virtualization of
medicine with the adoption of Wireless Body Area Networks
(WBAN) based on IoT along with cloud computing systems,
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providing more definitions of Medical Cyber-Physical Sys-
tems (MCPSs) [121], [122]. Kocabas et al. [123] provided a
comprehensive discussion of such MCPSs that includes the
integration of modeling, data acquisition, cloud storage, and
actuators. This development of new virtualization method-
ologies has been crucial for monitoring and treating patients
with critical conditions. Prototyping using AR/VR technolo-
gies also have become popular for automated remote health
monitoring of patients using smart sensors [124], [125].

E. AGRICULTURE
The agriculture domain is taking on a new shape by exploit-
ing advances in IoT for crop monitoring, agro-technology,
technical resources for farming, and smart plant development
systems. In other words, crop monitoring and development
are becoming part of smart cyber-physical systems, as they
combine the capabilities of IoT components e.g., sensory data
collection, cloud service, and managing machinery. Skobelev
et al. [126] introduced a multi-agent approach for developing
digital twins of plants that enables the exploration of differ-
ent plant development phases and forecasting of harvesting.
Their work demonstrates how domain knowledge of new
farming technologies for plant growth may be formalized and
automated when precision agriculture technologies are intro-
duced. In the context of smart farming, a virtual representa-
tion of a farm, based on the Internet-of-Things, was proposed
in a paper [127], that can realize its surrounding environment
by gathering adequate information from the farm. The virtual
prototype further enhances the smart system associated with
the farm to help the farmers better develop their smart farming
system in terms of equipment and monitoring.

“Vertical farming” (VF) is a critical emergent concept.
It tries to alleviate the burden on traditional agricultural land
by farming upwards rather than outwards, and it’s notably
appealing for application in urban environments because it
incorporates soil-free growing technologies [128]. In this
area, Monteiro et al. [129] proposed a virtual prototyp-
ing model for sustainable agriculture that aims to create a
joint structure of IoT-enabled systems involving physical and
virtual layers for vertical farming. Ultimately, developing a
digital twin model for vertical farming was their primary
objective that achieves several outcomes like operation, mon-
itoring, and optimization of the smart agro-food life-cycle.
Smart Agriculture found a promising direction with the pro-
posal of Angin et. al [130], where a digital twin framework
AgriLoRa has been discussed to address the issue of growing
high-yield crop production needs around the world. This
framework comprises a farmland-based wireless sensor net-
work and cloud-based computer vision algorithms for detect-
ing plant diseases, weed groups, and nutrient deficits.

VIi. CONCLUSION

The Internet-of-Things is ushering in a confluence of many
disciplines, including artificial intelligence, computing sys-
tem design, and smart industrial infrastructure. In the past
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decade, virtual prototyping solutions for various IoT applica-
tions have advanced in the form of virtual platforms, digital
twins, a blend of both, and concepts not analogous to either.
We presented a comprehensive high-level overview of virtual
prototyping solutions in IoT applications. We discussed how
this technology has proven beneficial in three key aspects i.e.,
system exploration, optimization, and security. The paper has
addressed and disambiguated three critical issues: (1) the def-
initions and types of various virtual prototyping techniques in
industrial 1oT; (2) the characteristics of various prototyping
solutions in terms of modeling, simulation, and application;
and (3) the application of virtual prototyping in the modern
IoT industry. We believe that the overview will pave the way
for a comprehensive understanding of the state of the art in
this area and facilitate future research. In particular, novel
architectural concepts are being developed, especially in the
area of digital twins. Therefore, robust and hybrid forms of
virtualization are combining various modeling approaches
that can become more appealing to the development of more
intelligent, secure, and autonomous systems.
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