Hands-on Hardware Security EEE 6744
Class Periods: Wednesday Period 8 (3:00 PM - 6:00 PM)
Location: ROG 0110
Academic Term: Fall 2025
Instructor:
Name	Dr. Swarup Bhunia
Email Address	swarup@ece.ufl.edu Office Phone Number 352-392-5989
Office Hours: Thursday 3-4pm or by appointment

Teaching Assistant/Peer Mentor/Supervised Teaching Student:
Please contact through the Canvas website
· Habibur Rahaman (rahaman.habibur@ufl.edu), MALA 4000
Course Description
This course focuses on practical learning of computer hardware security using a hands-on approach. Students will work on a custom-designed hardware platform to understand innards of a computer system and ethically “hack” into it at different levels. They will examine it to understand security vulnerabilities, mount attacks, and implement countermeasures.

Course Pre-Requisites / Co-Requisites
Prerequisite- EEE 5716 (Introduction to Hardware Security)
Course Objectives
This lab course consists of a set of well-designed hands-on experiments that intends to help students
· Understand the basic concepts of computer system security which integrates network and information security, software security, and hardware security.
· Learn about hardware components of computer systems and understand their security vulnerabilities through hands-on experience
· Learn and design existing solutions against known attacks.
· Learn to ethically hack into hardware and come up with a new attack models and defense mechanisms against them.
· Analyze and validate computer hardware security issues and build secure computer system.

Materials and Supply Fees
None
Required Textbooks and Software
There is no required textbook for the course.
Recommended Materials
The following books serve as reference for concepts explored in this course:

i. S. Bhunia and M. Tehranipoor, “Hardware Security: A Hands-on Learning Approach”, 1st Edition, Morgan Kaufmann, 2018.
ii. M. Tehranipoor and C. Wang (Eds.). “Introduction to Hardware Security and Trust”, Springer, ISBN: 978-1-4419-8079-3, 2012.
iii. Erickson, Jon. “Hacking: The Art of Exploitation.” No Starch Press, San Francisco, 2008. ISBN: 1-59327-144-2.
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iv. Huang, Andrew. “Hacking the Xbox: An Introduction to Reverse Engineering.” No Starch Press, San Francisco, 2003. ISBN: 1-59327-029-1
v. Petzold, Charles. “Code: The Hidden Language of Computer Hardware and Software.” Microsoft Press,
Redmond, 2000. ISBN: 0-7356-1131-9
vi. The course will use the Facebook “Hardware Security” Group created by Dr. Bhunia for sharing and discussing new developments in hardware security.
vii. Software: Altera Quartus and Atmel Studio

Required Computer
A computer is required for this course to run the experiments and write report - both Windows or Mac is allowed.
Course Schedule

	Week
	Description of Lab Assignment
	Lab Tasks

	1
	Introduction to Hardware Security Introduction to (1) Buffer Overflow attacks.
	Lab 1, Buffer Overflows assigned.

	2
	Introduction to (2) Information Security: Encryption/Decryption
	Lab 1, Buffer Overflows due. Lab 2, Encryption assigned.

	3
	Introduction to (3) Bus Snooping attacks
	Lab 2, Encryption due.
Lab 3, Bus Snooping assigned.

	4
	Introduction to (4) Hardware Trojans I
	Lab 3, Bus Snooping due.
Lab 4, Hardware Trojan I assigned.

	5
	
	

	6
	Introduction to (5) Hardware Trojans II Advanced options for graduate students.
	Lab 4, Hardware Trojan I due.
Lab 5, Hardware Trojan II assigned.

	7
	Introduction to (6) Reverse Engineering Advanced options for graduate students.
	Lab 5, Hardware Trojan II due.
Lab 6, Reverse Engineering assigned.

	8
	
	

	9
	Introduction to (7) Physical Unclonable Function (PUF) and True Random Number Generator (TRNG)
Advanced options for graduate students.
	Lab 6, Reverse Engineering due. Lab 7, PUF assigned.

	10
	Introduction to (8) Physical Tampering of Hardware (i.e. Mod Chip attacks)
	Lab 7, PUF due.
Lab 8, Mod Chip assigned.

	11
	Introduction to (9) Side Channel Attacks
Advanced options for graduate students.
	Lab 8, Mod Chip due.
Lab 9, Side Channel assigned.

	12
	
	

	13
	Introduction to (10) Fault Injection Attacks Advanced options for graduate students.
	Lab 9, Side Channel due.
Lab 10, Fault Injection assigned.

	14
	
	

	15
	Final project on system level attack or defense and its presentation.
	Lab 10, Fault Injection Attack due.

	
	
	Final project report and presentation due.



Important Dates
Dec 3, 2025	Final Project Presentation (Room ROG 0110) and Report (Canvas) Evaluation of Grades
	Assignment
	Total Points
	Percentage of Final Grade

	Lab Sets (10)
	100 each
	70%

	Final Project (1)
	100 each
	30%

	
	
	100%



Grading Policy
The following is given as an example only.
	Percent
	Grade
	Grade Points

	93.4 - 100
	A
	4.00

	90.0 - 93.3
	A-
	3.67

	86.7 - 89.9
	B+
	3.33

	83.4 - 86.6
	B
	3.00

	80.0 - 83.3
	B-
	2.67

	76.7 - 79.9
	C+
	2.33

	73.4 - 76.6
	C
	2.00

	70.0 - 73.3
	C-
	1.67

	66.7 - 69.9
	D+
	1.33

	63.4 - 66.6
	D
	1.00

	60.0 - 63.3
	D-
	0.67

	0 - 59.9
	E
	0.00



Academic Policies & Resources
To support consistent and accessible communication of university-wide student resources, instructors must include this link to academic policies and campus resources: https://go.ufl.edu/syllabuspolicies. Instructor-specific guidelines for courses must accommodate these policies.

Commitment to a Positive Learning Environment
The Herbert Wertheim College of Engineering values varied perspectives and lived experiences within our community and is committed to supporting the University’s core values.

If you feel like your performance in class is being impacted by discrimination or harassment of any kind, please contact your instructor or any of the following:
· Your academic advisor or Graduate Coordinator
· HWCOE Human Resources, 352-392-0904, student-support-hr@eng.ufl.edu
· Pam Dickrell, Associate Dean of Student Affairs, 352-392-2177, pld@ufl.edu
