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Advanced Hardware Security and Trust EEE 6742
Class Periods: T, 10, 5:10PM-6:00PM; R, 10-11, 5:10PM-7:05PM
Location: LAR 0310
Academic Term: Fall 2025
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Name:	Dr. Domenic Forte
Email:	dforte@ece.ufl.edu
Telephone:	352-392-1525
Office Hours:	Wednesdays, 2PM-4PM (Zoom – link shared on Canvas)
Teaching Assistant/Peer Mentor/Supervised Teaching Student:
Please contact through the Canvas website
· Junling Fan
· Rasheed Kibria

Course Description
This course expands on the foundation provided by the Introduction to Hardware Security and highlights the challenges arising from the end of Moore’s law as well as the rapid evolution of attackers. Hands-on experience with various commercial and open-source CAD tools will be developed via lectures, tutorials, and projects. Lecture. Credits 3.

Course Pre-Requisites / Co-Requisites
· Undergraduate course in digital design (or permission of instructor)
· Undergraduate course in linear algebra (or permission of instructor)
· EEE 5716: Introduction to Hardware Security and Trust (or permission of instructor)

Course Objectives
This is a graduate-level course that intends to help students
· Familiarize themselves with current state-of-the-art in hardware security – physical unclonable functions (PUFs), hardware Trojan detection and prevention, side channel analysis, and physical attacks, through lectures
· Understand important topics not covered in the Introductory course such as hardware obfuscation, logic locking, split manufacturing, circuit camouflaging, IP encryption, security design rules, security-aware CAD/EDA tools and flows, and more through lectures, assignments, and projects
· Integrate Cyber-Informed Engineering (CIE) principles to enhance students' understanding of holistic security, encompassing risk assessment, secure design, and interdisciplinary collaboration in the context of advanced hardware security
· Learn about the foundations of quantum computing, its important applications in security, and its impact on cryptography
· Master a variety of commercial and open-source CAD/EDA tools such as Synopsys Design Compiler, Synopsys TetraMax, Berkley’s ABC, etc. by attending TA-led lectures and viewing pre-recorded tutorials/demos and completing assignments
· Improve technical communication skills by articulating the details of existing work as well as their own proposed techniques through class participation, quizzes, and presentations

Materials and Supply Fees
N/A

Required Textbooks and Software
N/A

Recommended Materials
i. S. Bhunia and M. Tehranipoor. Hardware security: a hands-on learning approach. Morgan Kaufmann, 2018.
ii. A. Grinter. Engineering-grade OT Security - A Manager's Guide. Abterra Technologies Inc., 2023.
iii. C. Bernhardt. Quantum computing for everyone. MIT Press, 2019.
iv. List of reference papers provided in each slide deck

Required Computer
Recommended Computer Specifications: https://it.ufl.edu/get-help/student-computer-recommendations/
HWCOE Computer Requirements: https://www.eng.ufl.edu/students/advising/fall-semester-checklist/computer-requirements/
Course Schedule
	Wk
	Date
	Topics

	1
	8/18-8/24
	Syllabus, course overview, and ethics; Discussion of assignment expectations
(requirements, deliverables, etc.); CIA vs. SRP triad; Overview of Cyber-Informed Engineering (CIE) and role in course; Traffic Light Example

	
	
	

	
	
	PHYSICAL ATTACKS AND COUNTERMEASURES

	2
	8/25-8/31
	CIE deep dive; Brief Crypto Review; SotA in Side-channel Attacks (SCAs) - Power, EM, Timing, etc.

	
	
	Assignment #1- TCL and Design Compiler

	
	
	

	3
	9/1-9/7
	Application of CIA Principles; Review and SotA in SCA Countermeasures

	
	
	

	4
	9/8-9/14
	SotA in Fault Injection Attacks (FIAs);

	
	
	Quiz #1- Week 1-3 Material

	
	
	

	5
	9/15-9/21
	Application of CIA Principles; SoTA in FIA Countermeasures

	
	
	Assignment #2 – VCS and Primetime

	
	
	

	
	
	SUPPLY CHAIN ATTACKS AND COUNTERMEASURES

	6
	9/22-9/28
	Overview of Supply Chain Issues – Counterfeit Chips, Reverse Engineering, Tampering

	
	
	Quiz #2- Weeks 4-5 Material

	
	
	



	7
	9/29-10/5
	SoTA in Hardware Trojans; Open-source SW/FW; Application of CIA Principles in Case Studies

	
	
	Assignment #3 – IC Compiler 2

	
	
	

	8
	10/6-10/12
	SoTA in IP Protection and Anti-RE

	
	
	Project proposal due (earlier submission date recommended for Types 2, 3)

	
	
	

	9
	10/13-10/19
	SotA in Counterfeit Detection and Avoidance

	
	
	Quiz #3- Weeks 6-8 Material

	
	
	

	10
	10/20-10/26
	Challenge-Response Authentication and SotA PUF Protocols

	
	
	Assignment #4- TetraMax

	
	
	

	11
	10/27-11/2
	SoTA in Anti-Trojan and Anti-Backdoor

	
	
	

	
	
	EMERGING TOPICS IN HARDWARE SECURITY

	12
	11/3-11/9
	Introduction to Quantum Computing

	
	
	Quiz #4- Weeks 9-11 Material

	
	
	

	13
	11/10-11/16
	Quantum Gates and Circuits; Project presentations/demos (if necessary)

	
	
	

	14
	11/17-11/23
	Quantum Algorithms; Project presentations/demos (if necessary)

	
	
	

	
	11/23-11/30
	THANKSGIVING HOLIDAY

	
	
	

	15
	12/1-12/5
	Physical security in the post-quantum era; State-of-the-art HW security attacks against quantum systems; Project presentations/demos (if necessary)

	
	
	

	
	12/11: @ 5:30 PM -
7:30 PM
	Quiz #5 - Quantum computing (de facto Final Exam – if necessary)


Red indicates important dates with student deliverables

Grading Policy
Grading for this course will follow the specification grading system where all assignments and tests receive a satisfactory/unsatisfactory or pass/fail. For some assignments, the specs may be as simple as “completeness”. For others, the specs may be more complex such as fulfilling all or a subset of criteria.
All assignments, except for quizzes, that receive an unsatisfactory or fail can be resubmitted again which counts as 1 “retry”. Each student has a limited number of retries available throughout the semester.

The project assignment is a creative one with loose specs so that students can demonstrate their ability to explain and apply the material in a format that they choose. For example, a 20-minute informational video, a 5-page paper, a comprehensive presentation, or a software demo. If a projects are performed in a group, the final deliverable should state which work was done by each student in the project team.

As shown in the table below, a student’s final grade will be determined by the number of assignments that they pass and the number of retries taken.

	Competition with ‘Pass’ Grades in…
	Grade
	Grade Points

	Participation in 3 CIE case study studies; 3 out of 4 CAD Assignments; 4 out of 5 Quizzes; 1 Project; Using 2 retries at most
	A
	4.00

	Participation in 2 CIE case study studies; 3 out of 4 CAD Assignments; 3 out of 5 Quizzes; 1 Project; Using 2 retries at most
	A-
	3.67

	Participation in 2 CIE case study studies; 3 out of 4 CAD Assignments; 3
out of 5 Quizzes; 1 Project; Using 3 retries at most
	B+
	3.33

	Participation in 1 CIE case study study; 3 out of 4 CAD Assignments; 2 out of 5 Quizzes; 1 Project; Using 3 retries at most
	B
	3.00

	Participation in 1 CIE case study study; 2 out of 4 CAD Assignments; 2
out of 5 Quizzes Using 3 retries at most
	B-
	2.67

	2 out of 4 CAD Assignments; 2 out of 5 Quizzes; Using 4 retries at most
	C+
	2.33

	2 out of 4 CAD Assignments; 2 out of 5 Quizzes; Using 5 retries at most
	C
	2.00

	Else
	E
	1.67



Further, the instructor expects students to
· Develop novel slides, assignment solutions, etc., i.e., you are not allowed to use any prior project or research material (even their own) as part of the course projects or assignments. This will be considered cheating and will be dealt with in a severe manner. See Section on Honesty Policy.
· Follow the presentation and assignment guidelines provided by the instructor and TAs, including use of Microsoft Word, Powerpoint, and Latex templates.
· Submit all their assignments, reports, tools, slides, etc. in a timely manner on Canvas. An assignment that is late without a valid excuse given well in advance of the deadline will receive an unsatisfactory or fail.
Academic Policies & Resources
To support consistent and accessible communication of university-wide student resources, instructors must include this link to academic policies and campus resources: https://go.ufl.edu/syllabuspolicies. Instructor-specific guidelines for courses must accommodate these policies.

Commitment to a Positive Learning Environment
The Herbert Wertheim College of Engineering values varied perspectives and lived experiences
within our community and is committed to supporting the University’s core values.

If you feel like your performance in class is being impacted by discrimination or harassment of any kind, please contact your instructor or any of the following:
· Your academic advisor or Graduate Coordinator

· HWCOE Human Resources, 352-392-0904, student-support-hr@eng.ufl.edu
· Pam Dickrell, Associate Dean of Student Affairs, 352-392-2177, pld@ufl.edu
